MINISTRY OF SHIPPING AND ISLAND POLICY (Y.NA.N.P.)
LOG FILES POLICY AND COOKIES POLICY
Use of cookies

Cookies are small text files that are stored through the web browser, on the user's computer or other
electronic device during his visit to a website and are retrieved on subsequent visits on the same
website.

The cookies used by the Agency do not contain personal information, which could reveal the identity of
the visitor to anyone. THE website operator uses only the cookies that are necessary for the operation of
the individual websites.

The main function of cookies used by the Agency is memory information in order to identify the visitor
when using the electronic services (connection to the site), any settings made by user for an application
(eg language selection) as well as for production of statistical data aimed at improving the services
provided.

Categories of cookies
In terms of their shelf life, cookies are divided into two categories:
¢ Session cookies, which are deleted immediately after closing browser,

¢ The permanent cookies, which remain in the browser for a certain for a period of time or until the user
deletes them.

In terms of their usefulness, cookies are divided into the following categories:

» Technically necessary cookies, which are necessary in order to the electronic services of the Agency to
function effectively, personalized information and not.

¢ Performance and analysis cookies, which are optionally used for

measuring traffic and time spent on the pages they provide information material, in order to improve
the services provided.

In the electronic services of personalized information of the Agency, for entry where the visitor's
personal credentials are required (TAXISNET codes or identification codes via "email"), only technically
necessary cookies are used which are for the specific operation and with which the following are
achieved:

e The connection of the user to the electronic services that require authentication or user safety,

e The recognition and / or retention of content entered by the user during duration of a session in
an online service throughout its duration specific connection,

e The realization of the technique of load distribution (load balancing) in one link to a website of
the website,



e Maintaining the user's choices regarding the presentation of a web page, e.g. select language,
category, save search history,

The above mentioned cookies do not require the consent of the user, however the obligation to inform
and refer the user to the Cookies Policy applies of the Agency.

The menus of most browsers provide options on how to manage "Cookies". Depending on options given
to users by the browser, the user can allow the installation of "Cookies", to disable / delete the existing
ones "Cookies" or be notified each time you receive "Cookies". Instructions for management and delete
cookies are usually in the "Help", "Tools" or "Edit" menu of each browser. Also, the user can find more
detailed guidance at www.youronlinechoices.com/gr, where is explained in detail the method for
checking and deleting "Cookies" files in most navigation programs.

The user must take into account that, in case of rejection or deactivation the Cookies of the website, the
functionality of the websites may be partially lost. Also, disabling a "Cookie" or a "Cookies" category the
corresponding file from the browser is not deleted. Such an action must be performed by the user,
modifying the internal functions of the browser in use.

The user when logging in to any online service / application of personalized information, is informed by
a relevant reference at the bottom of the page about the use of cookies that are technically necessary
for its operation.

Log files

When you visit the portal, some information is automatically collected from our server and are recorded
in special log files.

The following items are recorded in the logs for each request to the server of the site from the visitor /
user's browser: the IP address of the visitor / user, which is his personal data, even if we cannot identify
the user on the basis of this evidence,

¢ the date and time of execution of each request for data transfer between browser and server (https
request) for the operation of https protocol,

¢ the server response code along with the https protocol call parameters (https response),
¢ the server response time in ms to each request and
¢ the type of browser through which the request was made.

The above data is collected exclusively for the control of their security information and services of
Hellenic Coast Guard, to ensure availability, integrity and confidentiality of information and data from
random or illegal or malicious actions or incidents, to investigate any cyber-attacks and incidents and to
support any relevant legal claims.

The purpose of storing this information is to control the security of the information and portal services,
ensuring the ability to investigate any cyber-attacks and incidents and the support of any relevant
liability claims.

List of Cookies used on the websites of YNANP



In all cookies, the person in charge of the processor and the recipient is our Agency

Website/Application

URL

Cookie

Description

Ship registration

https://niologio.hcg.gr/

sso_loginlang

Technically necessary
session cookie for user
login data storage

https://isktheea.hcg.gr

ISKTHEA application sso_login Technically necessary
session cookie for user
login data storage

Radio Beacon | https://plb.hcg.gr sessionid Technically necessary

Application (PLB) csrftoken session cookie for user
login data storage and
secure submission of forms

Citizen registration https://regusr.hcg.gr sessionid Technically necessary

application csrftoken session cookie for user
login data storage and
secure submission of forms

Application for AEN | https://eisaen.hcg.gr sessionid Technically necessary

Students csrftoken session cookie for user
login data storage and
secure submission of forms

Application in  HCG | https://sxolesls.hcg.gr sessionid Technically necessary

through nationwide csrftoken session cookie for user

examinations login data storage and
secure submission of forms

Email Correspondence | https://mail.hcg.gr sso_login Technically necessary

Application ZM_LOGIN session cookie for user

ZE/IS;FEST login data storage

Information system | https://adeies.hcg.gr sessionid Technically necessary

Issuance of Speedboat csrftoken session cookie for user

Licenses Boat login data storage and

(PSEACHTS) secure submission of forms

E-dla application http://edla.hcg.gr/ sessionid Technically necessary

csrftoken session cookie for user
login data storage and
secure submission of forms

Monitoring schools’ | http://kpi.hcg.gr PHPSESSID Technically necessary

indicators session cookie for user
login data storage

Information system of https://maredu.hcg.gr PHPSESSID

asynchronous
education for AEN

Technically necessary
session cookie for user
login data storage

Inventory of subsidy
tickets for AEN
students

http://deltia.hcg.gr

PHPSESSID_csrf

Technically necessary
session cookie for user
login data storage




sessionid

Signing application of | https://hmco.hcg.gr Technically necessary
AEN students (Career csrftoken session cookie for user
Office) login data storage and
secure submission of forms
ELYDNA Website http://hbmci.gov.gr 1P_JAR Technically necessary
CONSENTNID session cookie for user
login data storage and
secure submission of forms
KESEN Website http://kesen.hcg.gr 1P_JAR Technically necessary
CONSENTNID session cookie for user
PHPSESSID .
login data storage
Fisheries Website https://alieia.hcg.gr sso_login Technically necessary
session cookie for user
login data storage
Sharing application | https://nextcloud.hcg.gr __Host-nc_

files (next Cloud)

sameSiteCook
ielax __Hostnc_
sameSiteC
ookiestrictoc
_sessionPassp
hrase

Technically necessary
session cookie for user
login data storage

YNANP Website

https://www.ynanp.gr

social_consent

Technically necessary
session cookie for user
login data storage

HCG Website http://www.hcg.gr youtube_cons Technically necessary
ent session cookie for user
login data storage
Modern e-learning | https://webconf2.hcg.gr/b _greenlight- Technically necessary
platform (Big Blue 2_3_session session cookie for user
Button) login data storage
Asynchronous platform | http://edu.hcg.gr sso_login Technically necessary

e-learning (Moodle)

MoodleSession

session cookie for user
login data storage

Portal

http://portal.hcg.gr

sso_loginPort
alapp_pk_id.8.0

Technically necessary
session cookie for user
login data storage




